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5‘5 Global Status of Optical Network Security

» Historically, fiber-optic transmission was considered inherently more secure due to its
closed nature and the assumption that tapping would cause easily detectable signal

attenuation.
» Modern threat mtelllgence has entlrely invalidated this assumption.
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Global Status of Optical Network Security ==

» Optical network cyber attacks target the physical and control layers of fiber-optic
infrastructure.

»While fiber is naturally immune to electromagnetic eavesdropping, attackers exploit optical
hardware vulnerabilities through physical tapping, signal interception, and control-plane
manipulation to steal data or severely disrupt critical communications.

High-level optical network architecture illustrating the
access, metro, and core domains, along with
representative components and interconnections.
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Key Attack Vectors

Global Status of Optical Network Security
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*Fiber Tapping (Eavesdropping): Attackers physically clamp onto a fiber-optic cable to bend the fiber slightly, leaking and
capturing a small percentage of the light signal to extract confidential data undetected. [1, 2, 3]

*Optical Jamming & Spoofing: Threat actors inject

continuous light signals into a fiber line or flood specific
wavelengths (crosstalk exploitation) to disrupt, degrade,
or completely block legitimate data transmissions (DoS).

*Control Plane Manipulation: Modern software-defined
networks (SDN) rely on automated management systems.
Attackers target this software layer to reroute traffic, alter
network topologies, or drop wavelengths. [1, 2]

*Man-in-the-Middle (MitM) Active Devices: Malicious
actors insert active optoelectronic devices between

communicating nodes to intercept, modify, and retransmit hysical Jamming > 1P/MPLS (8it errors > Packet loss/congestion)

traffic, compromising data privacy and integrity. [1]

Kire Jakimoski, Dr.Sc., Full Professor

Post-Quantum Cryptography Breaking
' --- Quantum-Assisted Interception

QKD Coexistence Attacks, ‘ i
. g Signal/Alien-Wavelength Injection

Rogue ONU Attacks-====r=mr===" ) :

ONU Spoofing (Impersonation), ' =22
Malicious ONU Deployment (Physicali
access exploitation)

Upstream Collision-=--===ceeeueex

Fiber Tapping
Micro/Macro-Bending,

Controlled Splices (Low-
reflectance taps),

Clip-on Couplers (Evanescent
field coupling)

DBA Manipulation-=-«ssceeeuan

= i-- DoS Attack
‘= Component Tampering

Downstream Eavesdropping ---
Resource Exhaustion / DoS,
SDN Controller Compromise,
Spoofing & Path Manipulation
(GMPLS/RSVP Spoofing,

Flow Rule Injection)

+-Jamming & Interference

Out-of-band Jamming (EDFA

gain competition / OSNR

degradation),

In-band Jamming (Corrupts

- victim wavelength symbols),

H ASE Injection (Amplified

E spontaneous emisson)
)

Unauthorized Provisioning,

Corrupted Performance Reports, -

Misconfiguration 1
U

Bottom-Up Cascades

Top-Down Cascades
Routing Anomaly Propagation (Control-plane stress),

IP/MPLS DDOS -> Reallocation of optical paths
(Emergency reconfiguration overload)

Crosstalk -> Multi-fightpath Failure (Spectrally dense systems),

Multi-Domain Propagation

@ physical Layer @ Cross-Layer  © Control/Management Plane @ PON-Specific @ Quantum-Era


https://www.ciena.com/insights/videos/In-the-Lab-Hacking-an-Optical-Fiber-Line-in-Minutes.html
https://pmc.ncbi.nlm.nih.gov/articles/PMC8778650/
https://www.mdpi.com/2079-9292/15/4/878
https://ietresearch.onlinelibrary.wiley.com/doi/10.1049/iet-opt.2016.0150
https://www.mdpi.com/2079-9292/15/4/878
https://www.degruyterbrill.com/document/doi/10.1515/joc-2025-0534/html
https://www.sciencedirect.com/science/article/pii/S0167404819300963
https://ieeexplore.ieee.org/document/10932605/
https://www.mdpi.com/2079-9292/15/4/878
https://www.youtube.com/watch?v=RGlwzRzUf5s&t=1
https://pmc.ncbi.nlm.nih.gov/articles/PMC8778650/
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Physical Layer Vulnerabilities and Advanced

Tapping
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» Global military and intelligence actors have developed highly sophisticated, non-intrusive
physical interception methods.

» Micro-Bending Exploits: Modern tapping devices can capture sufficient escaping photons to reconstruct the

data stream while introducing a negligible insertion loss of a < 0.1 dB.

» Standard carrier network monitoring algorithms typically classify losses below 0.2 dB as natural fiber aging or
environmental temperature fluctuations, leaving the tap entirely undetected.

v Deploying G.657.A2 bend-insensitive fibers significantly reduces the
success of fiber taps. These fibers resist micro-bending and limit

light leakage, even in dense, complex urban deployments,

preventing attackers from capturing usable signals.

v Using hardened, bend-insensitive fibers in both backbone and last-
mile connections complements encryption efforts, providing a
physical layer of security against data interception attempts.

Kire
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f The Cryptographic Crisis: "Store Now, Decrypt I"'E%
=" Later" (SNDL)

»Adversarial nation-states are executing mass-harvesting operations on global optical
transit corridors.

» SNDL Attack Vector: Encrypted fiber-optic traffic is tapped, copied, and archived in massive
sovereign data centers. Although current algorithms like AES-256 are mathematically secure
against classical computing, the timeline to quantum vulnerability has accelerated.

Harvest now, decrypt later (HNDL)

»The Quantum Threat: Shor’s Algorithm running ™ |
on a cryptographically relevant quantum Step1.

computer (CRQC) will factor prime numbers SoRtstoryye Deorypt later
& o ee) fgri:egirtext

Shor's breaks
RSA/ECC

exponentially faster than classical computers,

instantly breaking asymmetric algorithms (RSA, Data extiltration B

Steals encrypted computing
E C D H ) traffic or files
L]

Use the plaintext

Read, sell, or forge
identities

Waits for quantum
systems

Step 2. ‘ Step 4.

[z2t] Years can pass |3 | Years can pass

https://www.paloaltonetworks.com/cyberpedia/what-is-post-quantum-cryptography-pqc
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»=~=> Later" (SNDL)

»Global Mitigation Status: The global community is transitioning to a hybrid defense

model:

» Post-Quantum Cryptography (PQC): Standardizing mathematical algorithms (such as NIST’s ML-
KEM/Kyber and ML-DSA/Dilithium) that are resistant to both classical and quantum computation.

» Quantum Key Distribution (QKD): Utilizing the physical principles of quantum mechanics (such
as the Heisenberg Uncertainty Principle) to exchange cryptographic keys. Any attempt to tap or
measure a quantum Channel perturbs the quantum StateS: Az (Uncertainty in Position): Represents how precisely the position of a quantum particle

(such as a photon or electron) is known.

A X - Ap > — Ap (Uncertainty in Momentum): Represents how precisely the momentum (or velocity) of
- that same particle is known.

Fi (Reduced Planck’s Constant): A fundamental physical constant in quantum mechanics,
equal to h._/ 21 (where h is Planck's constant). It sets the microsco pic scale at which quantum

effects become dominant.

» This perturbation instantly collapses the superposition, altering the polarization state of
the transmitted photons, thereby signaling to both endpoints that an interception is

taking place.

Kire Jakimoski, Dr.Sc., Full Professor
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Common Detection & Defense Strategies

*Optical Time Domain Reflectometry (OTDR): Network operators use OTDR and inline optical
spectrum monitoring to measure light loss, pinpointing the exact physical location of a fiber tap or
cable break. [1]

*Data Encryption: Encrypting data at Layer 1 (Optical Transport
Network) or using hardware-level MACsec ensures that even if a
signal is intercepted or tapped, the data remains unreadable. [1, 2,

3]
0S5l Layer
. . . . . . Application Encrypted
*Quantum Key Distribution (QKD): Systems are increasingly using Presentation [z ' .
photonic integrated circuits for QKD, which relies on quantum —
mechanics to detect eavesdropping instantly when a photon's state e Encrypted .
's altered. [1, 2, 3] RN T T T
. Encrypted ‘g
. . . . . r : ' =3
*Multi-Path Rou?mg (MPR): Networks dfep.)loy |nst|nc.t-reac’.c|ve Data link @ [ aosa | vopesder [wenus veader| wacresser [l 3
defense mechanisms, such as self-organizing dynamic routing, to Encrypted 2
reroute traffic away from degraded or compromised links —— ' 3
2

automatically. [1] DW'DM '\
Kire Jakimoski, Dr.Sc., Full Professor - - Layer 1 Optical Encryption


https://www.polatis.com/cyber_surveillance_optical_network_monitoring_cybersecurity.asp
https://ieeexplore.ieee.org/document/587049/
https://www.vsolcn.com/blog/fiber-optic-security.html
https://www.viavisolutions.com/en-us/what-fiber-monitoring
https://idw-online.de/en/news871728
https://www.ciena.com/insights/blog/2025/securing-critical-data-in-the-quantum-era-why-act-now
https://www.facebook.com/unboxfactory/posts/canada-has-achieved-one-of-the-most-advanced-cybersecurity-breakthroughs-in-the-/897445395939845/
https://ieeexplore.ieee.org/document/4773124?section=abstract
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Optical Networks Attacks -

» Undersea and Ground Corridor Interdiction: The
dependency of global internet routing on tight
physical pathways is a major systemic risk.

> Recent events:

» severed Nord Stream Baltic connectors,
» the Red Sea subsea cable cuts, and,

» the July 2024 coordinated attacks on French
domestic fiber paths.

They demonstrate that state-sponsored actors are
mapping physical fiber junctions for both kinetic
sabotage and deep signal interceptign

Kire Jakimoski, Dr.Sc.,
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Examples

Two undersea cables in Baltic Sea disrupted

Two undersea communication cables, one linking
Finland to continental Europe via Germany and
another linking Lithuania and Sweden’s Gotland
Island, have been damaged
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dependency of global internet routing on tight
physical pathways is a major systemic risk.

> Recent events:

» severed Nord Stream Baltic connectors,
» the Red Sea subsea cable cuts, and,

» the July 2024 coordinated attacks on French
domestic fiber paths.

They demonstrate that state-sponsored actors are
mapping physical fiber junctions for both kinetic
sabotage and deep signal interception.

https://w.media/fibre-optic-cables-vandalised-in-france/

Kire Jakimoski, Dr.Sc., Full Professor


https://w.media/fibre-optic-cables-vandalised-in-france/
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https://w.media/fibre-optic-cables-vandalised-in-france/
https://w.media/fibre-optic-cables-vandalised-in-france/
https://w.media/fibre-optic-cables-vandalised-in-france/
https://w.media/fibre-optic-cables-vandalised-in-france/
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https://w.media/fibre-optic-cables-vandalised-in-france/
https://w.media/fibre-optic-cables-vandalised-in-france/
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"7 DAB+

» DAB+ (Digital Audio Broadcasting) is increasingly vulnerable
to radio-frequency and network-level cyberattacks.

» Because DAB+ is a wireless, one-way broadcast
technology, it lacks native internet return paths, making

» Traditional broadcasting was unidirectional (simplex),
analog, and relied on expensive, highly specialized

hardware. Today, modern digital broadcasting standard internet-based hacking impossible.
Zysten:js a;e sc:i;’tv;are-:?jf.mte.(:)a:d hea\illy K » However, bad actors exploit vulnerabilities in the radio
ependent on IF-based diStribution nEtworks. frequency (RF) broadcast chain and the complex software

decoders installed inside modern "smart" receivers. [1, 2]

Antenna  analog Superheterodyne Receiver and Traditional Hardware Components Antenna  goftware Defined Radio Receiver and Components Implemented in Software
® @
Mixer
AAAAAAS AR =i S O s
L > M VAAAAAL N smsmi: 9’ Outputs
alr;iltFe)?ss RF Amp IF Amplifier ~ Demodulator  Audio  Speaker RFAmp  RFTuner Analog to Digital Digital
Filter Amp Digital Down Signal
,\/\/\ Converter Converter Processor
Local
Oscillator
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https://security.stackexchange.com/questions/211240/dab-digital-audio-broadcasting-privacy
https://info.breakingdefense.com/hubfs/Leidos/EBRIEF_Cyber_Warfare_Leidos_Breaking_Defense.pdf
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DAB+

Primary Attack Vectors

*GPS/GNSS Spoofing & Jamming: DAB+ operates on a Single Frequency Network (SFN), which relies heavily on
precise timing. Attackers can use malicious signals to disrupt or spoof the synchronization systems, taking down
regional broadcasts or inserting false emergency messages. [1]

*Over-the-Air Data Injection (RF Attacks): Because radio signals are inherently passive, hackers can transmit malicious
data payloads (like crafted traffic or metadata packets) over the air. If a receiver or connected car's head unit has
unpatched software vulnerabilities, it can be compromised when parsing these broadcasted files. [1, 2, 3]

*Backend & Multiplex Infiltration: Threat actors can gain unauthorized access to the studio-to-transmitter links (STL)
or multiplexers. This allows them to hijack the digital stream to broadcast fake audio or manipulate Traffic Message
Channel (TMC) and Electronic Program Guide (EPG) data. [1, 2]

Impact on Connected Vehicles

o Many modern vehicles have head units equipped with DAB+ and internet connectivity.

o Hackers can exploit vulnerabilities by sending corrupted DAB+ metadata or radio-frequency-enabled cyberattacks
that target the vehicle's internal data buses.

o These attacks act as a “back door,” enabling malicious actors to bypass security systems and gain lateral access to

the car's network, putting connected vehicle operations at risk. [1, 2, 3, 4]
Kire Jakimoski, Dr.Sc., Full Professor



https://www.worlddab.org/files/document/file/5701/Luis_Grela_TRedess_-_Ensuring_reliability_in_SFN_networks_through_smarter_time_synchronisation.pdf?1765451443
https://troopers.de/media/filer_public/18/4f/184fa903-3610-4647-9cb0-bb7644d3f295/broadcasting_your_attack_security_testing_dab_radio_in_cars.pdf
https://defensescoop.com/2024/02/14/radio-frequency-enabled-cyberattacks-pentagon-assessment/
https://www.sei.cmu.edu/blog/radio-frequency-attacks-securing-the-osi-stack/
https://www.worlddab.org/public_document/file/1600/Emergency_Warnings_Management_Summary.pdf?1690211683
https://timesofindia.indiatimes.com/technology/tech-news/hackers-hijack-radio-stations-to-broadcast-fake-emergency-alerts-fcc-warns-broadcasters/articleshow/125606290.cms
https://troopers.de/media/filer_public/18/4f/184fa903-3610-4647-9cb0-bb7644d3f295/broadcasting_your_attack_security_testing_dab_radio_in_cars.pdf
https://www.techzine.eu/news/security/136768/hackers-attack-radio-gear-to-send-fake-signals/
https://defensescoop.com/2024/02/14/radio-frequency-enabled-cyberattacks-pentagon-assessment/
https://www.orange-business.com/en/blogs/connecting-technology/security/hackers-use-dab-radio-as-back-door-into-connected-car

Modern Broadcasting Security Status  M21; 7,
DAB+
Defense & Mitigation

To combat these evolving radio-frequency threats, industry regulators and network operators
implement strict resilience frameworks: [1, 2]

*Robust Synchronization: Broadcasters deploy anti-jamming and anti-spoofing GNSS receivers
alongside multi-constellation antennas to maintain network reliability. [1]

*Secure Software Lifecycles: Vehicle manufacturers and radio software developers conduct rigorous
security testing to ensure head units do not execute malicious data when receiving standard over-
the-air packets. [1, 2]

Automotive Sandboxing: Vehicle manufacturers implement strict network segregation
(sandboxing) between the infotainment head unit and the safety-critical CAN bus to isolate any
malicious code originating from an RF broadcast.

Kire Jakimoski, Dr.Sc., Full Professor


https://www.worlddab.org/files/document/file/5701/Luis_Grela_TRedess_-_Ensuring_reliability_in_SFN_networks_through_smarter_time_synchronisation.pdf?1765451443
https://defensescoop.com/2024/02/14/radio-frequency-enabled-cyberattacks-pentagon-assessment/
https://www.worlddab.org/files/document/file/5701/Luis_Grela_TRedess_-_Ensuring_reliability_in_SFN_networks_through_smarter_time_synchronisation.pdf?1765451443
https://www.youtube.com/watch?v=ryNtz1nxmO4
https://troopers.de/media/filer_public/18/4f/184fa903-3610-4647-9cb0-bb7644d3f295/broadcasting_your_attack_security_testing_dab_radio_in_cars.pdf

Modern Broadcasting Security Status  M21: 7/
5G Broadcasting

Cyber attacks on 5G broadcasting infrastructure target its unique architectural shifts—such as software-
defined networking (SDN), edge computing, and cloud virtualization—expanding the network's attack
surface far beyond traditional 4G boundaries.

+» Because 5G broadcasting relies heavily on internet protocols (IP) and software-based components rather than
dedicated hardware, it faces severe threats ranging from core system manipulation to over-the-air signal

> («I‘I»)

disruption. [1, 2, 3]

PTM-only MRB «-

NG-RAN 5GC
decides

Decides shared or

! MRBtype individual delivery for
Split MRB ===+, the MBS session .
y Shared gelry MBS traffic
E €ry of MBs Session
D () PTP-only MRB «-- Jeession

C-RNTI

[] 0 DRB

Delivery of MBS traffic via MRB or DRB radio bearer

https://www.ericsson.com/en/blog/2022/12/multica
Kire Jakimoski, Dr.Sc., Full Professor st-broadcast-group-communication



https://ieeexplore.ieee.org/document/11204489/
https://computerfraudsecurity.com/index.php/journal/article/download/648/438/1243
https://www.youtube.com/watch?v=EMx25KNnekQ&t=991
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
https://www.ericsson.com/en/blog/2022/12/multicast-broadcast-group-communication
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Key Attack Vectors in 5G Broadcasting

The blend of traditional media distribution with cellular technology introduces specific entry points for cybercriminals:

*Over-the-Air RF Jamming & Spoofing: Bad actors can employ cheap, illegal RF jammers or construct fake 5G base stations to override legitimate
broadcast signals. This can completely deny service or allow attackers to inject malicious data, unauthorized emergency alerts, or propaganda. [1,
2,3]

*Content Production Center Infiltration: Because 5G Broadcast relies entirely on IP-based workflows, standard network reconnaissance and
scanning malware can target media production facilities. Attackers can execute Advanced Persistent Threats (APTs) to disrupt real-time media
feeds before they reach the transmitter. [1, 2, 3]

*Control-Plane Exploits: Software-Defined Networking (SDN) and Network Functions Virtualization (NFV) are foundational to 5G infrastructure.
Malicious software loops or configuration errors can be exploited to cause a Denial of Service (DoS) across the broader broadcasting network. [1,
gl il 4’ 5]

*GTP-U Tunnel Abuse: Attackers can compromise edge nodes or physical devices to abuse the GPRS Tunneling Protocol (GTP-U). By injecting rogue
packets directly into the tunnel between the base station and the user plane, they can cause network crashes or force user modems to downgrade
to vulnerable older networks. [1, 2]

*Supply Chain Interceptions: The hardware and software components powering 5G transmitters (antennas, edge routers, and encoders) originate
from global vendor ecosystems. Intercepted supply chains can result in hardcoded backdoors or unpatched, hidden system vulnerabilities. [1, 2]
Kire Jakimoski, Dr.Sc., Full Professor


https://www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/jamming-attacks-in-5g-wireless-networks
https://www.researchgate.net/publication/361855139_Cyber_Security_Threats_for_5G_Networks
https://www.kaspersky.com/blog/5g-attack-downgrade-sni5gect/54258/
https://www.youtube.com/watch?v=EMx25KNnekQ&t=991
https://www.cloudrangecyber.com/news/how-cyber-range-training-prepares-telecom-teams-for-advanced-persistent-threats-in-a-5g-era
https://www.researchgate.net/publication/381781465_Securing_Content_Production_Centers_in_5G_Broadcasting_Strategies_and_Technologies_for_Mitigating_Cybersecurity_Risks
https://www.youtube.com/watch?v=Ckk36lXoDBk
https://oulurepo.oulu.fi/bitstream/handle/10024/24803/nbnfi-fe2019081524261.pdf?sequence=1&isAllowed=y
https://www.sciencedirect.com/science/article/pii/S157087052500366X
https://ieeexplore.ieee.org/iel7/10056380/10056381/10056620.pdf
https://link.springer.com/article/10.1007/s10791-026-09926-w
https://www.trendmicro.com/en_gb/research/23/i/attacks-on-5g-infrastructure-from-users-devices.html
https://www.kaspersky.com/blog/5g-attack-downgrade-sni5gect/54258/
https://ieeexplore.ieee.org/iel7/9813697/9813750/09813965.pdf
https://www.youtube.com/watch?v=Ckk36lXoDBk
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Consequences of Successful Attacks

Widespread Media Blackouts: Distributed Denial of Service (DDoS) attacks amplified by 5G's massive bandwidth
can overwhelm edge resources, cutting off entire cities from critical live updates and news. [1, 2, 3]

Data Interception and Fingerprinting: Sophisticated
passive network sniffing, while technically difficult due to

5G beamforming, can still allow adversaries to map out user (Iser device Base station
locations and capture unprotected user data or device : Encrypted traftic (( ])
identifiers. [1] ~ 2 Fa s Fa i é‘
Manipulation of Public Safety Data: If an attacker \

successfully compromises the integrity of a-broadcast ':{‘O’J} - @J E{'OJ}J B
stream, they can broadcast fraudulent public alerts, i o i
sparking panic or disrupting regional stability. [1, 2, 3, 4] Eavesdropper 1 Eavesdropper 2

Kire Jakimoski, Dr.Sc., Full Professor


https://www.securityweek.com/novel-5g-attack-bypasses-need-for-malicious-base-station/
https://www.edept.co/blogs/the-impact-of-5g-on-cybersecurity-threats-and-solutions
https://www.youtube.com/watch?v=Ckk36lXoDBk
https://arxiv.org/abs/2512.20622
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-3/securing-next-generation-broadcast-media-enterprises-against-cyberthreats
https://www.sciencedirect.com/science/article/pii/S1389128625005122
https://www.researchgate.net/publication/361855139_Cyber_Security_Threats_for_5G_Networks
https://ieeexplore.ieee.org/iel7/9813697/9813750/09813965.pdf
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Emerging Security Countermeasures

To combat these threats, standard network security is pivoting toward automated, intelligent

mechanisms: [1, 2, 3]: Intelligent Open RAN
Network Deception Systems (RDS): Deployed inside ;

7 VA B A
Adversaria

Channels

. . . 0 = E |
production centers, these systems build virtual network ((‘ A ))) ntangiement

topologies to trick and stall automated scanning tools,
identifying threats before they hit critical broadcast nodes.

Observable
Al-Driven Digital Twins: Advanced frameworks like Classical Digital Twin ; Qiskit B Extractor
TwinGuard utilize Al and digital network copies to detect and [ 1t 0-0-0-0 J—‘ 2 [T 7
|n§t§ntly block control-plane attacks in under 100 I 7 —
milliseconds. Quantum Extractor Countermeasu
Zero-Trust & Strict Isolation: Implementing airtight network Encader Exechion

e Re-initialize

RL Policy e Re-entangle
Engine o Filter
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slicing ensures that if a general data network segment is
compromised, the high-priority broadcasting slice remains
entirely insulated. [1, 2, 3, 4]

Cybersecurity Driven Quantum Digital Twin for Proactive Threat
Reversal in Open RAN https://doi.org/10.1049/qtc2.70027
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The Al Offensive & Cognitive Warfare e S0

The incorporation of Artificial Intelligence (Al) into the threat landscape has transformed localized cyber incidents
into highly automated, systemic operations.

Phase 1. Automated Reconnaissance 2. Deepfake Synthesis 3. Broadcast Path Breach
Objective Target Discovery Payload Development Infrastructure Injection

Unauthorized access to

. Generative Al models the service bus to inject
Automated vulnerability .
. clone a leadership the cloned payload
. mapping of weak 5G Core : \ . : : .
Mechanism ) figure's voice using directly into the Cell
architecture and open SBA
intarfaces captured open-source Broadcast Centre
' audio. Function (CBCF) or
multiplexer (MUX).
"Exposes vulnerable Service- COMPIEMmISEs @l
Impact Based Architecture (SBA) AP| Creates hlgh—flde!lty, b.roa_dcast schedules to
. weaponized media. distribute fraudulent
endpoints. e
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Al-Driven Infrastructure Reconnaissance

State-sponsored hacking groups use specialized Machine Learning (ML) algorithms to crawl public records, road
construction permits, and network BGP (Border Gateway Protocol) routing tables.
These Al agents autonomously reconstruct the exact physical layout of a nation's optical backbone, identifying

critical choke points (such as shared bridges or minor regional switching hubs) where a physical cut will cause
maximum regional disruption with minimal footprint.

Al Deepfake Synthesis and Broadcast Injection

» The primary objective of modern hybrid warfare is Cognitive Warfare—influencing the perception and decision-

making of a targeted population.

The Cloned Voice Vector: Generative Al voice cloning requires only a few seconds of clean reference audio (often
harvested from public speeches) to generate highly authentic, synthetically cloned audio.

The Ultimate Hijacking Scenario: In a crisis, an adversary breaches a DAB+ EDI link or a 5G Broadcast control
plane, injecting an Al-cloned message of the President or Military Command declaring a false surrender or a fake
evacuation order. By bypassing internet social media platforms (which can be blocked or debunked quickly) and

utilizing the trusted, high-availability over-the-air broadcast network, adversaries can trigger immediate, systemic
public panic.

Kire Jakimoski, Dr.Sc., Full Professor



An example of a sophisticated Al attack ‘= s

As the Chief Risk Officer (CRO) of a large CRO with an international structure, you manage the
consequences of a highly sophisticated security intrusion.

A Treasury officer approved a $10 million wire transfer after a video conference with a person who
appeared to be the Regional President.

Post-incident forensics revealed that the video was a high-fidelity synthetic production (deepfake) that
bypassed corporate biometric liveness detection and mimicked the executive's specific speech
patterns.

At the same time, similar synthetic media was posted on social media to spread misinformation
regarding the firm's liquidity, causing a temporary decline in the share price."

Liveness detection is an advanced security technology (commonly based on artificial intelligence and computer vision) used in biometric
systems to verify that a biometric sample—such as a face, voice, or fingerprint—comes from a real, living human being, rather than from an
artificial reproduction.

Its primary purpose is to prevent so-called spoofing attacks. Without live detection, the most common biometric facial recognition system
could be unlocked simply by displaying a user's photo on paper or a video played from another phone.

Kire Jakimoski, Dr.Sc., Full Professor



An example of a sophisticated Al attack

THE DOUBLE DEEPFAKE THREAT: FINANCIAL THEFT & STOCK MANIPULATION

SYNTHETIC MEDIA GENERATION

ADVANCED ALGORITHM'S
PRE EX[STING BIOMETRIC TEMPLATE ’

. | q
i [\ ™ =3

\ a - g h =
DEE;‘m 3 % A=

ALGDRITHM [ v Y|
DEEPFAKE

PRE-EXISTING ‘
BIOMETRIC TEMPLATE |

TREASURY OFFICER AUTH

STATUS: COMPLETED
TRANSFER AMOUNT: $10,000,000 USD

"~ ATTACKER TYPE: THEFT VIA VISHING/DEEPFAKE

» This scenariois a classic example of Emerging Threat — artificial intelligence allows an attack to be carried

| AUTHENTICATION BYPASS

RECIPIENT: (DEEPFAKE) PRESIDENT ACCT. | -

CORPORATE
HEADQUARTERS

SOCIAL MEDIA MANIPULATION

__ MARKET PANIC /
LIQUIDITY RUMORS

$145.20

|
SHORT SELLING PROFIT

" ATTACKER TYPE: ECONOMIC SABOTAGE / MARKET MANIPULATION |

ASSOCIATI

out on multiple fronts at once, combining social engineering, cybercrime, and economic sabotage.
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» To defend against these emerging threats, international bodies have updated their
regulatory frameworks to enforce strict critical infrastructure security.

The European Union: NIS2 Directive

The Network and Information Security (NIS2) Directive
dramatically expands security mandates across critical sectors
in Europe, including telecommunications and public
broadcasting.

*Sovereign Accountability: Under NIS2, executive management
boards are directly liable for cybersecurity negligence.
*Incident Reporting: Critical operators must issue an early
warning within 24 hours of detecting a significant incident,
followed by a detailed notification within 72 hours.

Supply Chain Security: Telecommunications and broadcasting
companies must vet their entire vendor list, directly targeting
the elimination of high-risk suppliers from critical networks.

Kire Jakimoski, Dr.Sc., Full Professor

Click here for version info.

A

As of now, 23 out of 27 EU Member States have transposed the NIS2 Directive into national law.
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» To defend against these emerging threats, international bodies have updated their
regulatory frameworks to enforce strict critical infrastructure security.

ITU-T and 3GPP Standard Protocol

*ITU-T SG17 (Security): Actively publishing standards for transport network security, including guidelines for securing
DWDM systems against optical-tapping methods.

https://www.itu.int/en/ITU-T/about/groups/2025-2028/Paqges/sq17.aspx

3GPP Security Group (SA3): Formulating strict cryptographic validation mechanisms for 5G Broadcast, ensuring that
future mobile devices can cryptographically verify the signature of over-the-air cell broadcasts before rendering them to

the end-user.
https://www.3gpp.org/3gpp-groups/service-system-aspects-sa/sa-wg3

Kire Jakimoski, Dr.Sc., Full Professor
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» To defend against these emerging threats, international bodies have updated their
regulatory frameworks to enforce strict critical infrastructure security.

United States: CISA Guidelines and the National
Quantum Strategy

* CISA secures subsea and terrestrial fiber-optic backbones by
evaluating security risks, mitigating foreign ownership threats, and
setting national resilience standards. The Cybersecurity and
Infrastructure Security Agency (CISA) works alongside the FCC and
the interagency Committee for the Assessment of Foreign
Participation in the United States Telecommunications Services
(colloquially known as "Team Telecom") to safeguard global
telecommunications infrastructure.

* The Quantum Computing Cybersecurity Preparedness Act:
Enforces mandatory migration of federal agencies and critical
defense contractors to Post-Quantum Cryptography (PQC) standards

Submarine Cable Map 2024/TeleGeography

specified by NIST. This regional snapshot of the web of subsea cables in the Indo-
https://www.congress.gov/bill/117th-congress/house-bill/7535/text Pacific dlfy?lays at once both the interdependence and
vulnerability of these systems
Kire Jakimoski, Dr.Sc., Full Professor https://www.csis.org/analysis/safeguarding-subsea-cables-protecting-
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For nations seeking to secure their optical and broadcasting sovereign assets, a three pillars
defense strategy is recommended:

Governance & Integrated Ecosystem Adaptive Defense

Accountability
Resilience must span physical, Shifting proactively to Al-informed

Security is a national-level cryptographic, and cognitive threat hunting, moving beyond
mandate, requiring strict layers as a cohesive, inseparable reactive mitigation to preemptive
adherence to sovereign standards system of defense. national posture.
beyond mere operational
reliability.

Kire Jakimoski, Dr.Sc., Full Professor
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